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Introduction

The User Profile and Access Control System (UPACS) is the single sign-on security system
used to access certain nationwide Federal Highway Administration (FHWA) applications.
All State departments of transportation (DOTs), metropolitan planning organizations
(MPOs), and other select nonfederal government agencies and their contractors are
required to be authenticated through the Operational Research Consultants (ORC) process
for access to FHWA applications through UPACS.

ORC is a Federal Government approved eAuthentication™ service center that enables
users to get access to FHWA applications using login identifications (identity Level 2
credentials) established from their verification process. All FHWA applications accessed
through ORC require Level 2 credentials.

eAuthentication was created in response to an intergovernmental memorandum to the
heads of all Government departments and agencies on December 16, 2003. The
memorandum was issued through the Executive Office of the President, Office of
Management and Budget (OMB Memorandum M04-04).

eAuthentication works through an association with a trusted credential issuer (i.e., ORC),
making it necessary for the user to login into ORC'’s site to obtain the authentication
credentials. Those credentials, or eAuthentication identifications, are then transferred to the
UPACS establishing the required authentication.

The ORC registration process and the UPACS registration process are independent. It is
recommended that you apply for ORC Level 2 credentials first as this process can take
several days after you submit your application. Then you will need to register for a UPACS
account. After both of these separate user identifications have been established with the
proper credentials, you will be able to access FHWA's systems. The final step is to
communicate with a point of contact (POC) for the FHWA application that you need. The
POC will grant you the proper rights and permissions.

This document explains the procedures for registering for ORC Level 2 credentials and a
UPACS account.



Establishing ORC Level 2
Credentials

A1-

Go to https://saml2.orc.com/. The ORC Login screen is displayed. Click the Register
button in the New Token User section. See figure 1 below.

‘& User Login - Windows Internet Explorer ][ ]
@U 4 |g https://saml2.orc.com/saml2reg/login.html hd % | =] | "}| A ||-."' Bing 2 -
File Edit View Favorites Tools Help 3 @ Convert v [If)Select
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b ()T
Authenticationﬁ 2 widepoint company
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SECURE ACCESS TO ONLINE SERVICES —

Login Releases Help

ORC Login

New Token User

Token ID: New Token Users click below to register to obtain
Password: your ORC eAuthentication Credential.
Forgot Password? Forgot Token ID?
Forgot Securit uestions?

Copyright @ 2015 Operational Research Consultants, Inc.

/" Trusted sites | Protected Mode: OFf fu v HI0% - I

Figure 1: ORC eAuthentication login screen.
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The Step 1 of 5 - ORC eAuthentication - New Token Registration screen is displayed.
Click the (FHWA) — UPACS checkbox. Click the Continue button. See figure 2 below.

& SelectRelyingParty - Windows Internet Explorer
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Authenticationﬁ 2 widapoincompry
Login Releases Help

Step 1 of 5 - ORC eAuthentication - New Token Registration

Relying Parties
Please select the Relying Parties to which you are trying to get access

Department of Transportation

[T1 (FHwvA) - UPACS

Copyright & 2015 Operational Research Consultants, Inc.

Done " Trusted sites | Protected Mode: OFf fg v H|I10% - I

Figure 2: Step 1 of 5.
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The Step 2 of 5 ORC eAuthentication - New Token Registration screen is displayed.

Fill out all the required fields. (Note: use legal names, not nicknames.) You will be asked for
the following information: name, birth date, place of birth, social security number, home
address, email, and telephone numbers. After completion of the fields, click the Submit
button. See figure 3 below.
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Login Releases Help

Step 2 of 5 - ORC eAuthentication - New Token Registration

* Required fields

Subscribers Name
Use your full legal name as it appears on your Government Issued Photo D, Drivers License, Passpor, ID Card, etc., when filling out this form.

First Name *
Middle Name [Z] 1 do not have a middle name
Last Name *

Suffix | - Please Select — IZ|

Subscribers Place of Birth

Country of Birth | United States E :
City of Birth *

State/Province of
Birtn |~ Please Select - |Z| :

Date of Birth | - Manth — IZ| - Day - IZ| —~Year - IZ| *

Social Security
Number 3000 - 30 - *
(last 4 digits)

Subscribers Current Home Address. Must match exactly to your Government Issued Ids.
Enter the current physical (street) address of your home. A PO box is not allowed.

Country | United States |L| :
Address Line 1 :

Address Line 2

city :
State/Province | - Please Select — IZ| :
PostalZip Code *

Subscribers Contact Information

Email *

Confirm Email *

Minimum 2 phone numbers are required.
Home Phone

[T] 15 this an international number? - -

Waork Phone

[T] 15 this an international number? - - Extension
Mobile Phone

[T] 15 this an international number? - -

Figure 3: Step 2 of 5.
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The Step 3 of 5-ORC eAuthentication-New Token Registration confirmation screen is
displayed. The items in that display include your responses to the following: name, birth
date, place of birth, social security number, home address, email, and telephone numbers.
Verify that the information displayed on the screen is correct. If you need to make changes,
click the Make Changes button. Otherwise click the This is Correct button. See figure 4
below.

—
‘& User Registration - Confirm Information Entered - Windows Internet Explorer =l
() = [2] ttpsy/sami2 orc.com/zamireg/regConfirm html - 8 [=]é]x]|[# sing ) v'I
File Edit View Favorites Tools Help & Convert + [3]Select
¢ Favorites | 5 @ Stendard Operating Proce... [ Suggested Sites v & Web Slice Gallery +
S8 | | @ FHWA Information System... | € User Registration - Con... Ei~ B -~ & v Page~
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Login Releases Help

Step 3 of 5 - ORC eAuthentication - New Token Registration

Subscriber's Name

First Name: John
Middle Name:
Last Hame: Smith

Subscriber's Place of Birth

‘Country of Birth: UsAa

City of Birth: ‘Washington

State/Province of Birth: DG

Date of Birth: 01/01/1948 (Month/Day/Year)
Social Security Number: HOX-XX-1234

Subscriber's Current Home Address. Must match exactly to your Government Issued Ids.

Address Line 1: 123 Maple Ave
Address Line 2:

City: ‘Washington
State/Province: DG

PostaliZip Code: 20590
Country: UsA

Subscriber's Contact Information

Email: larry5517 @yahoo.com
Home Phone: 202-366-5000
Work Phone: 202-366-5000
Mobile Phone:
Done /" Trusted sites | Protected Mode: Off fg » H100% ~ I

Figure 4: ORC Step 3 of 5.
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The Step 4 of 5 - ORC eAuthentication - New Token Registration screen is displayed.
You will be asked for the following information: token ID with at least eight characters of
letters, numbers, and special characters including these symbols: @ _ -.: and password
with at least eight characters at least one uppercase letter, one lowercase letter, one
number, and one of the following symbols: ([! % & @#$"*? _~)]

In addition, you will be required to select 3 security questions and will need to provide your
responses to those questions.

Fill out all the required fields and click the Submit button. See figure 5 below.

- -
‘& User Registration - Account Creation - Windews Internet Explorer (==
@U » (2] https://sami2.orc.com/samizreg/createUserAccaunt.html - 8 [=]4] x|[8 5ing o ~|
File Edit View Favorites Tools Hel Convert ~ [P Select
File Edit View Fi Tools Help & Sel
I Favorites <z & Standard Operating Proce... [[J Suggested Sites = &) Web Slice Gallery =
B - - O o o >
58|~ | @ FHWA Information System... | @ User Registration - Acc... = (3] # v Page ﬁ

b () Rt
A uthentication & 2 widecin| company

Login Releases Help

Step 4 of 5 - ORC eAuthentication - New Token Registration

* Required fields

Create Token ID
Token ID must be at least 8 characters long
Token ID may only contain letters, numbers, and the following special characters: @-. - _

Password must be at least 8 characters long and must contain at least one number [0-9], one lower case letter [a-z], one uppercase letter [A
-Z] and one special character[([!,%,8,@#3%,%,*,2._~11.

Token ID:
Password :

Confirm Password :

Security Questions
Please set new security guestions by selecting three guestions and answering them

Security Question 1: | — Please Select [=]-
Answert:
Security Question2: | — Please Select [=]-
Answer2:
Security Question 3: |~ Please Select — =]+
Answer3:

Copyright ® 2015 Operational Ressarch Consultants, Inc

Done /" Trusted sites | Protected Mode: Off fa v R10% - I

Figure 5: ORC Step 4 of 5.
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The Step 5 of 5 - ORC eAuthentication Registration Form screen is displayed.
Click the Print This Form link. Read the instructions carefully. See figure 6 below.

Please be sure to:

e Print out the form.

e Have the form notarized by a notary public.

e Attach a copy of a Government-issued photo identification and a utility bill or other
form verifying your name and address (e.g., a checking account statement or a voter
registration card).

e Send the form via certified mail to the address listed in the instructions.



’.] Al B
A uthentication & s

=

LogIn  Releases Help

Step 5 of 5 - ORC eAuthentication Reqistration Form

“Your Token 1D {larry3317§@) has been successfully crested in the efuthentication system.

Please PRINT this form and FOLLOW INSTRUCTIONS on the form.

Thank you for submitting the application for ORC eAuthentication.

ORC efAuthentication Registration Instructions (C5P Lewvel 2} Page 1 of 2

To receive the CSP - Level 2 credential you requested, you MUST complete all of the following steps:
1. Betivate your account by acoessing your email account for the Activation [nstructions.
If you did not receive the sctivation email:

m Verify that the email sddress you provided on the Registration Form {next page) is walid,

m Check your SPAM folder

m Werify that you are not blocking filtering emails from C5P_DoMotRephyi@orc. com. Please add this email

dress to your allowsble list of emails. This email account is not monitored.

(]

. Werify your identity {in person) to an ORC representative or 3 Motary Public, sign the form, and have your signature notarized (or
suthenticated by the ORC representative).

3. Copy the following 2 documents as forms of verification:

2.1 Primary Document: A valid current, Government issued Photo 1D contzining your picture, full lzgal name,
signature, and date of birth, and either physical {street) address of your current residence or nationality (e.g., drivers
license or passport). MOTE: If the address on jour dnver's License is nof your current homedfresidence, a copy of DWWV
change of sddre=s card must be submiffed with it

AND
3.2 Secondary Document: One of the following:

= The other primary document, whichever was not submitted as the primary {must =ati=fy requirements

indicated in 2.1}

A financial, utility account {=.g., checking account, savings sccount, wtility bill, medicalheslth insurance
acoount, credit card, or loan statement) The statement must contain your physical (street) address of your
cument residence address AND match your full legsl name as it appears on your Government issued photo 10,
Financizl and utility account statements must have the full sccount number and statement date (within 30
days) visible a5 well.

10



4. Send the completed Registration Form {next page onhy) and the copy of your |D{s) {from step 3) to ORC via certified mail,
UPS, or Federal Express at the following address:

Attn: C5P Registration

Cperational Research Consultants, Inc.
11250 Waples Mill Road

South Tower, Suite 210

Fairfax, WA 22030

ORC eAuthentication Registration Form [C5P Lewvel 2} Page 2 of 2

Token [D: larry551 7@

Full Legsl Mams: John Smith

Date of Birth: Jan 01, 1948

Flace of Birth: Washington, DC USA

SSN {l=st 4 digits): 1234

Emil: larmyE51 Ti@yahoo. com

Home/Residence Address: 122 Maple Ave Washington, DC 20520 USA
Home Phone: 202-386-86000

Work Phone: 202- 5000

STOP: Do not fill out this page. OMLY a Motany Public or an ORC representative can fill out this page.

IDENTITY VERIFICATION SECTION

On the day of L 20 , an individual who identified himherself to me as

[Subscriber's FULL Mame] personally sppeared before me and:

A. Presented me with 3 valid curent, gowemment-issued photo 1D {2.g. passport or driver's licenss), bearing the above nams;

B. Signed this Certificate Reguest Form before me in the space that follows below:

Subscriber Signaturs:

Photo 1D type: Photo 1D #:

Resarved for notary stampisas|

Motary/LRA Name:

Motany/LRA signaturs:

Commission expirstion dats:

Date: Timee:

Figure 6: ORC Registration Print Instruction.
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7-

Activate your account by clicking on the link in the email sent from
CSP_DoNotReply@orc.com. See below.

CSP_DoNotReply@orc.com
CSP Token User,
To activate your ORC Credential Service Provider (CSP) Token please click the link below, or paste it into a

web browser.
https://saml2.orc.com/saml2reg/activation.html?uid=Ilarry5517 @&activationCode=

SECURITY POLICES:

Identity credentials are for an individual's use only. Sharing or group use of one person's identity credential is
a violation of the Security Policy and is strictly prohibited. If multiple people from an organization have a need
to access a Government Service, each individual is required to register for and obtain their own identity
credential. Identity credentials are free and not difficult to acquire.

Passwords are NEVER to be shared or communicated (i.e., sent in an email) to ANYONE. Passwords are not
shown when you create them and they are encrypted when stored in the database. They cannot be read by
ORC CSP personnel. Therefore, only YOU have possession of YOUR password and only YOU have the ability to
change it.

Any real or perceived violation of these two Security Policies will result in the immediate REVOCATION of your
credential. By activating your account you are accepting and agreeing to the terms and conditions of these
Security Policies.

For immediate assistance please visit our FAQ page. If you need further help please

contact CSPHelp@orc.com.

12
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After clicking on the link in the email, enter the user identification and password you
previously created (see figure 6) in the appropriate fields in the login section. Upon
successful login, you will see the screen shown in figure 7 below. This initial login
establishes Level 1 credentials. After ORC has verified your notarized personal information,
you will receive another email with instructions on how to activate your Level 2 credentials.
If you have any questions with the ORC process, please send an email to
CSPHelp@orc.com.

Authenticationﬁ

Login Releases Help

ORC eAuthentication - Token ID Activation

Your Token ID larry5517@ has been activated successfully.

Please feel free to access your account and check your Assurance level.

Figure 7: ORC e-Authentication — User ID Activation.

13



UPACS Registration

1-

Go to https://fhwaapps.fhwa.dot.gov/. FHWA Information Systems — UPACS Login

screen is displayed. Click the Register Now button on the left of To Establish a UPACS
Account. See figure 1 below.

U.S. Depariment of Transporation
Federal Highway Adminishafion Help | Feedback
FHWA Information Systems - UPACS Login
File Transfer Registration UPACS Administrators Phone List System Availability System Requirements FAQ
UPACS = User Profile and Access Control System
Log in to UPACS using UPACS credentials Log in to UPACS using PIV card Log in to UPACS using ORC credentials
UPACS User-1d:
UPACS Password:

Detailed Information on PIV

* By logging into FHWA Information Systems, you indicate your awareness of and consent to the Terms and Conditions of Use and Rules of Behavior, and the Privacy Policy.

= To Change or Reset Your Password:
s To Change or Reset Your PIN:
s To Establish a UPACS Account:

Feedback | Privacy Policy | Exit

2FHWA

United States Department of Transportation - Federal Highway Administration

Figure 1: UPACS Login screen.
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The UPACS Rules Of Behavior screen is displayed. After reading the rules, click the
checkbox at the bottom of the screen to accept rules, and then click Next. See figure 2
below.

FHWA Information Systems - UPACS Rules Of Behavior

Al users of Fecersl 2pDICENIONS Are regUNed tO ACKNOWIEsE 3N BCCeDt SECUNTY mancates “Rues of Senavior.
Aules of Senanior outiine Wwhat you are expeacted t0 do With regards o "Security™ while using any WA
Appiication

You must agree t0 thase ruies now and than re-afinm this agresment yaarly o when your security level changes
Revised on November 4, 2010

Terms and Conditions of Use

You are attampting to accass 8 Faderal computer systam, which is the property of the Unitad States
Governmant. It i for authorized use onfy.

Unauthorized access to this Unitad States Government computer system 5 prohiditad by Title 18, “Crimes and
Criminal Procedura”, Unitad States Code, Saction 1030, “Fraud and Ralatad Activity in Connaction with
Computers.™ Knowingly or imantionaily accessing the computear systam without authorization or with intent to
dafraud could resurt in a fine, imprisonment, or doth.

To protact tha systam from unauthorizad use, SYStam administrators maonitor this systam. Amyone using this
systam Iy cor 0 such monitoring and 15 3dvisad that if monitoring reveals possibie evidance of
criminal acthity, such evidance may ba providad to law enforcamant oficiais.

Unauthorizad or imprapar use of this systam will rasult in administrative disciplinary action and civil and criminal
penaities.

By to use thic sy you Indicate youra of and to the 9
“Rules of Bahavior™.

Rules of Behavior For a User

I willl not knowingly introduce any malicious code into DOT computer systams nor will 1 attampt o bypass or
circumvent s sacurity fastures,

I wiil protect all passwords issuad to me and will not disciosa tham to anyona. 1 will change my password
immadiataty whan I suspact that my password may have baan compromisad. I will not store any Usar-Id or
Fassworas in the Intarnat Explorer AutoCompiata f=ature or in any fie on my workstation.

I will immeadiataty notify the appropriste Systam a3ministrator or othar dasignatad acceass Contral mandger whan
1 no jongar require acCess t0 FHWA systams Dacause of transfer, Compiation of projact, ratirament, or
tarmination of amployment,

1 willl protact sensitive unclassifiad information from unauthorizad access, disciosure, modification, misuse,
damage, or thaft ragardiess of whara It is processad or storad.

I understand that as a usar of FHWA systams, [ may have access to sensitive information Inciuding but not
Aimited to passwords, FINs, financial account names/numbars and must protect that infarmation from
unauthorized disciosure. This inciudas not only securing infarmation printad from FHWA systems but ansuring
that sensitive information displayed an my CoOmputar monitor i not visidie to unsutharizad individuals. [ furthar
undarstand that to protact sansitive infarmation, I may have to jocate my COMputar MONRtor or workstation
sScreen away from 00ors, windows, or other apenings In my work emvironment.

1 willl not gisciose confidantial data abtainad through FHWA systams to anyons othar than parsonnal who are
authorizad to view this data.

1wl not try 0 dcceass systems Or 4ata 20 which accass has not bean authorizad and | undarstand that I will ba
heid accountable for my actions on FHWA systems,

I will immeadiataty notify the FHWA Information System Sacurity Oficer {ISSO) and appropriate systam owner of
any sacurity incidant or viaiation.

Federallaw pr for - of 2 fine undar Titie 18, U.S. Code and
up to 10 years in jall for sing 3 g Y
thout 3uth and attening, d: ging. or d. ying or pre:

Authortzed use of the system.

[ Sy ehazking this box, [ undarsiand, agrae with, and will comply with the adove Tarms and Conaitions of
Use™ and “Rules Of Bahavior For a User”,

Eazatock | Eoyacy foncy | B

Loked Sater Secatract o Tatraotatos - Feden Wighway Adminletation

Figure 2: Rules of Behavior screen.
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The UPACS Registration Profile screen is displayed. Fill in all the mandatory fields
(indicated by a red asterisk, “*”). See figure 3 below.

U.5. Depariment of Transportation
Federal Highway Administration

Help | Feedback

FHWA Information Systems - UPACS Registration Profile

= Please enter and carefully verify this general profile information. "First Initial" and "Last Name" will be used to form your unique UPACS User-Id, with a tie-breaking digit added
if needed. The Secret Word and the last 4 digits of your Social Security Number (SSN) needed to verify your identity in certain situations. Click "Help" for more information.

m

Items preceded with an * are required.
[Personal Information

*Last Name:
*First Name:
*First Initial:
Middle Initial:
Nick Name:
Suffix: (r, 111, etc.) =
* E-mail Address:

Home Phone:
Personal Cell Phone:

C i - The ing il ion is by the Privacy Act of 1997.

OTHER THAN THE PERSON NAMED ABOVE: Under no circumstance should this infermation be disclosed by any means of communication to any persen, or to other agency, except as pursuant
to a written request by, or with the prior written consent of, the individual named above.

Enter easy-to-remember secret word.

*Secret Word:
* Re-enter Secret Word:
“Social Security Number:

* Re-enter Social Security
Number: s employees should enter the complete Social Security Number, all others should enter the last 4 digits of SSN.

Office Information
*Address 1:
Address 2:
*City:
*State: - select - -
*Zip:

* Office Phone: Ext: | Yes @ No

Intercom:

Private Office Phone:
Office Cell Phone:
Office Pager Number:
Office Fax:

NEXTEL Cell Phone:
NEXTEL Direct Connect:
Room Number:

Building Name:

[E Contact i
Home Address 1: 1
Home Address 2:
Home City:
Home State: - Select - v

Home Zip:
Home Email:
Emergency Duty: N/A =

(T

Work Schedule

Hours: --Select-- v To: --Select-- v
R.D.O:
Early Day:

Telecommute:

First Point of Contact
Name:

Relationship:
(Format 2021111111) Ext: TTY: @ Yes @ No T

(Format 2022222222)  Ext: TTY: © Yes @ No

Telephone Number:
Alternate Number:
Second Point of Contact

Name:

Relationship:

Telephone Number:

Alternate Number:

(Format 2023333333) Ext: TTY: @ Yes @ No

(Format 2024444444)

Ext: TTY: © Yes

16

@ No




Change Organization/Routing Symbol

*Qrganization Group:
*QOrganization:
Routing Symbol:
Designator:

Other Information

*Reason for UPACS Access:

Feedback | Privacy Policy | Exit

2 FHWA

United States Department of Transportation - Federal Highway Administration

Figure 3: UPACS Registration Profile Screen

On the Registration Profile screen (see above), to enter Organization Information, click
on the blue lettering Change Organization/Routing Symbol. A popup screen will appear
(see figure 4 below). You should pick STATE DOT or MPO as your organization, and then
click, Save (please read the text at the top of the popup screen). When you are finished
entering data in your profile, click Submit at the bottom of the page (see figure 3 above).

U.S. Deparimend of Transpordation

UPACS - Select User Organization and Routing

Symbol

Federal Highway Administration Help |

To select or change the Organization and Routing Symbol in your UPACS Profile, either scroll down the list of
Organizations until you find the one you need or using the Organization Group links, jump to the group you need
and beagin scrolling from there.

Once you find the correct Organization, click the correct Organization Code and the appropriate associated Routing
Symbeol. Note: Only FHWA Organization Codes will have an associated Routing Symbol.

Before leaving the screen, you must click the <Save=> button to keep these selections.

Organization Group Links

FHWA Division FMCSA Division MPO

FHWA Federal Lands FMCSA HQ Other DOT Agency

FHWA Field Services Other Federal Agency

FHWA HQ Other State Localities
STATE DOT

Figure 4: UPACS Organization and Routing Symbol popup screen.
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The UPACS Registration Submitted screen is displayed. This screen verifies successful
completion of UPACS registration. It states that you will receive an email when you are
approved. See figure 5 below.

U.S, Department of Transpordation -
eFedmulﬂghwayanmuﬂon Help | Feedback

FHWA Information Systems - UPACS Registration Submitted
______________________________________________________________________________________________________________________________|

= Thanks! Your information has been submitted to your UPACS Administrator for review, validation, and approval.

You will recieve an email message stating whether your request has been approved or disapproved. If you do not receive this e-mail within 24 hours, there may be a problem
with your e-mail address and you will need to contact in order to have this problem corrected.

Feedback | Privacy Policy | Exit

2 FHWA

United States Department of Transportation - Federal Highway Administration

Figure 5: UPACS Registration Submitted screen.

18



Using ORC to Login to FHWA
Applications

A1-

Go to https://fhwaapps.fhwa.dot.gov/. The FHWA Information Systems — UPACS Login
page is displayed. Click the E-Auth icon under Log in to UPACS using ORC credentials.
See figure 1 below.

U5 Dooorment of bonspooson
Federol Highway Adminishation Help | Feedback

FHWA Information Systems - UPACS Login

File Transfer Rogistration UPACS Admnistrators System Avaidateity System Requirements

UPACS = User Profile and Access Control System

Log in to UPACS using UPACS credentials Log in to UPACS using PIV card Log in to UPACS using ORC credentials
UPACS User-1d: | '\ =0 ( CLICK
UPACS Password: =i HERE
o Etneb
Login | Detarled Informaticn gn SIV

* By logging into FHWA Information Systems, you indicate your awareness of and consent to the
Bshavior, and the Privacy Policy.

» To Change or Reset Your Password: | Reset Password
» To Change or Reset Your PIN: Reset PIN
= To Estabhsh a UPACS Account: Register Now

Esadback | Erivacy Policy | Exg
2 FHWA

Umired States Cepartment of Transportatien - Federal Mghway Admisistration

Figure 1: UPACS login screen.
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-2-

The ORC eAuthentication — Relying Party Login screen is displayed. Enter your ORC
user identification and password and click the Login button. See figure 2 below. Please
note that your ORC user identification may be different than your UPACS identification, as
it was established during the credentialing process with ORC.

’.Il" .
: Authentication ﬁ ayideP?intfompany

< ==
ORC eAuthentication - Relying Party Login

Login to Access FHWA Information Systems - UPACS
]

Token ID:

Password:

I i |

Forgot Password? Forgot Token ID?

Forgot Security Questions?

Operational Research Consultants, Inc. Copyright ® 2015

Figure 2: ORC eAuthentication Login screen.
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-3-

When you login to UPACS through ORC for the first time, the FHWA Information Systems
— UPACS Login screen is displayed (see figure 3 below). Enter your UPACS user
identification. Initially, enter the following for the UPACS user password: Secret Word plus
the last four digits of your Social Security number (without spaces). Then click the Login
button. You will then be prompted to create another password. The rules are accessible
through the link provided.

FHWA Information Systems - UPACS Login

File Transfer Registration UPACS Administratars Phone List System Availability System Requirements FAQ

UPACS = User Profile and Access Control System

Please log in using your UPACS user ID and password. Your future logins using E-Authentication will not require this step. If you do not have a UPACS account, click "Register Now" below for
access.

You can go back to the E Auth Portal by clicking £ Auth Portal.

UPACS User-Id:
UPACS Password:

* By logging into FHWA Information Systems, you indicate your awareness of and consent to the Terms and Conditions of Use and Rules of Behavior, and the Privacy Policy.

= To Change or Reset Your Password:
»  To Change or Reset Your PIN:
»  ToEstablish a UPACS Account:

Figure 3: The UPACS Login screen is displayed to users logging into UPACS
through ORC for the first time.
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Upon successful UPACS login, the FHWA Information Systems — UPACS Production
Menu is displayed with the message, “Your UPACS account has been successfully linked
to your ORC account.” See figure 4 below.

1S, Depariment of ranspodaion Help | UPACS Manual | Feedback
Federal Highway Adminishration PDF Reader | PDF | HTML

FHWA Information Systems - UPACS Production Menu

Application List FAQ Other Systems Phene List Logout

Your UPACS account has been successfully linked to your ORC account.

NHIW  national Highway Institute Web Portal _hfo] Contacts |
RADS  Recovery Act Database System _hfo] Contacts |
RRRRS  Review Recommendation and Risk Response System  nfo|  Contacts |
UPACS  user Profile & Access Control System _nfo] Contacts |

Feedback | Privacy Palicy | Logout
O FHWA

United States Department of T - Federal Highway Administratic

Figure 4: UPACS Production Menu screen.
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After the user logs into UPACS through ORC for the first time, the user is taken directly to
the FHWA Information Systems - UPACS Production Menu. See figure 5 below.

IS, Depriment of iansporafon Help |  UPACS Manual | Feedback
Federal Highway Adminishation PDF Reader | PDF | HTML

FHWA Information Systems - UPACS Production Menu

Application List FAQ Other Systems Phone List Logout

NHIW  National Highway Institute Web Portal | Cortacts |
RADS  Recovery Act Database Systam Jofo] Contacs |
RRRRS  Revien Recommendztion and Risk Response System o]  Conlects |
UPACS  User Profie & Access Control System o] Contects|

Feedback | Privacy Policy | Logout

OFHWA

United States Department of Transportation - Federal Highway Administrati

Figure 5: The UPACS Production Menu screen is displayed after you have logged into
UPACS through ORC.

If the application you need to access is not listed, contact the FHWA POC for the
application that you need. The POC will grant you the proper rights and permissions. Click
on the Application List (see above) in the blue menu bar for the contact.
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